BO GD&PT CONG HOA XA HOI CHU NGHTA VIET NAM
Truong dai hoc SPKT Poc lap — Tw do — Hanh phuc
Khoa: Cong Nghé Thong Tin Hkk ko kK

Chuong trinh Gido duc dai hoc

Nganh dao tao: Cong nghé Théng Tin Trinh dd dao tao: Bai hoc
Chuong trinh dao tao: Céng nghé Théng tin

Pé cuong chi tiét hoc phan

1. Tén hoc phan: Bao méat co s¢ di liéu Ma hoc phan: DBSE431284
2. Tén Tiéng Anh: Database Security
3. S0 tin chi: 3

Phan bd thoi gian: 3(2:1:6)

4. Cac giang vién phu trach hoc phan
1/ GV phu trach chinh: GV. ThS. Lé Thi Minh Chau
2/ Danh sach giang vién cung GD:

2.1/ ThS. Quach Binh Hoang

5. Biéu kién tham gia hoc tap hoc phan
Moén hoc trwéc: Co Sé Dir Liéu, HE Quan Tri Co S& D Liéu, Bdo Mat Thong Tin
M6n hoc tién quyét: (khong)
Tai liéu hoc tap: Gido trinh, tai liéu tham khao, may tinh

6. M6 ta tom tét hoc phan

Hoc phan nay cung cép cac kién thic tdng quan vé bao mat dir liéu va bao mat co so dir liéu, gioi
thiéu cac mo hinh, phrong phap bao mat co s& di liéu: méa hda dir liéu, kiém soat truy cap..., trang
bi cac kién thirc va k¥ nang st dung cac cong nghé bdo mat trong cac hé quan tri co s& dir liéu.
Ngoai ra, hoc phan nay ciing trang bi cho sinh vién cac k§ nang mém nhu lam viéc nhém va thuyét
trinh c&c van dé nang cao.

7. Muc tiéu hoc phan(Cour se objective)

Muc tiéu MO ta Chuan dau ra
(Goals) (Goal description) CTbT
(Hoc phan nay trang bi cho sinh vién:)

Gl Kién thirc tong quan vé bao mat dir liéu vabao mat co so dir liéu. | 1.2
1.3
G2 Kién thirc vé cac mo hinh, phwong phap bao mat co sb dit liéu. 1.3
G3 Kién thirc vaky nang st¢ dung cac cdng nghé bao mat trong cac hé | 1.3
quan tri co s& dit liéu. 21
G4 K¥ nang lam viéc nhém vathuyét trinh truéc 16p. 31
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3.2

8. Chuan dau ra ctia hoc phan

Muc Chuan Mo ta Chuan
tidu | daura (Sau khi hoc xong mon hoc ndy, nguoi hoc co thé:) dau ra
hoc phan CDIO
Gl1 Trinh bay duoc cac nguy co, cac kiéu tan cong di liéu vacéc bién | 1.2.2
phap phong chdng.
Gl2 Trinh bay duoc cac kiéu tdn cong co s¢ dir liéu va cac phwong phap | 1.2.1
bao vé. 122
Gl 135
1.3.6
G1.3 Trinh bay dugc cac van dé lién quan dén kiém dinh (Audit) 122
135
1.36
G2.1 Trinh bay dwgc mo hinh Biba, The Clark — Wilson 1.35
1.3.6
G2 G2.2 Trinh bay dwgc md hinh MAC, DAC, RBAC. 135
1.36
G2.3 So sanh gilra cA&c m6 hinh. 135
1.3.6
G3.1 Trinh bay va str dung cdng nghé bdo mat trong hé quén tri co s¢ dir | 1.3.5
liéu Oracle. 1.36
211
2.1.2
2.1.3
G3 - : -
G3.2 Trinh bay va str dung cdng nghé bao mat trong hé quan tri co s¢ dir | 1.3.5
liéu SQL Server. 1.3.6
211
2.1.2
2.1.3
G4.1 Lam viéc nhém hiéu qua. 311
312
G4 PP VIR
G4.2 Trinh bay béo céo sl dung may tinh, may chiéu 321
322

9. Nhiém vu ctia sinh vién

— Du 16p: ti thiéu 80% s0 tiét giang .

— Bai tap: phai hoan thanh 100% bai tap vé nha.
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— Bao cdo : 100% (Pé tai do Giang Vién chi dinh vao tuan 1-2)

(SV khdng thuc hién di mot trong cac nhiém vu trén s€ bi cam thi).

10. Tai liéu hoc tap

11. Ty Ié Phan tram cac thanh phan diém va cac hinh thirc danh gia sinh vién :

- Sach, giao trinh chinh:

[1] Matt Bishop, Computer Security: Art and Science, Addison Wesley, 2002.
[2] Ron Ben Natan, | mplementing Database Security and Auditing, Elsevier, 2005.

- Séch (TLTK) tham khao:

[3] Justin Clarke, SQL Injection Attacks and Defense, Syngress, 2009.

[4] Chris Leiter, Dan Wood, Albert Boettger, Michael Cierkowski, Beginning Micr osoft
SQL Server 2008 Administration, Wiley, 2009.

[5] Brian Knight, Ketan Patel, Wayne Snyder, Ross LoForte, Steven Wort, Professional

Microsoft SQL Server 2008 Administration, Wiley, 2009.

[6] Ron Ben Natan, How To Secure and Audit Oracle 10g and 11g, CRC Press, 20009.

[7] David Knox, Effective Oracle Database 10g Security by Design, McGraw-Hill, 2004.

— Thang diém: 10

— K& hoach kiém tra:

Hinh Congcu KT | Chuén | Tilé
thirc No6i dung Thoi diém daura | (%)
KT KT
Bai tap 15
BT#1 Trinh bay dwgc cac van dé vé SQL Tuan 3 Bai tap nho Gl.2 5
Injection Attacks. trén |6p
Trinh bay duwgc cac md hinh DAC, MAC, Tuan 6 Bai tap nho G2.2 10
BT#2 A
RBAC. trén lop
Kiém tra 15
Céc yéu cau thuc hanh trén phan mém SQL |  Tuan 12 Kiém tra G3.1
Server va Oracle lién quan dén céc cong thirc hanh G3.2
nghé: trén may tinh
- Oracle Virtua Private Database
KT#L | Oracle Labeled Database
- Oracle Database Vault
- SQL Server Encryption
- Oracle Trangparent Data Encryption
Tiéu luan - B&o céo 20
Moi nhém c6 2 — 3 Sinh vién. N6i dung Tudn13-15 | Tiuludn- | G1.2
béo c&o bao gbm cac chu dé: B&o c30 G13
- Oracle Virtual Private Database truwéc 16p G3.1




Oracle Labeled Database G3.2
Oracle Database Vault
SQL Server Encryption

Oracle Transparent Data Encryption
SQL Injection Attacks
Audit

Thi cudi ky

50

- NOi dung bao quat tat ca cac chuan dau ra Thi trac G1-G3
quan trong ctia moén hoc. nghiém + ty
- Thoi gian 1am bai 60 phit. luan

12. N6i dung chi tiét hoc phan

Tuan

NOi dung

Chuan dau
ra hoc phar

Chuong 1: Gigi thiéu (12/0/24)

A/ Cac ndi dung va PPGD chinh trén I6p: (12)
Noi dung GD ly thuyét:
— T6ng quan vé bao mat dir liéu

+ Céctiéu chuan co ban cta bado mat dir liéu: availability,
confidentiality, integrity.

+ Céc nguy co vacéc kiéu tan cong
+ Hé thong mat ma khdéa bi mat, khoéa cong khai, chr ky dién tt...
— Tong quan vé bao mat co s& di liéu:
+ Céckiéu tdn cong
= SQL Injection
e Muc dich
e Cécloai SQL Injection Attacks
e Céchthirc tdn cong
e Bién phap phong chong
+ Phuwong phép bao vé
= Access Control: Identification, Authentication, Authorization
= Encryption
= Auditing
e Audit Categories
e Audit Architectures
PPGD chinh:

Gl1
Gl.2
G13




— Thuyét gidng
— Trinh chiéu Powerpoint

— Théo luan nhom

B/ Céac ndi dung can tv hoc & nha: (24)
— Hé théng mat ma: khéa bi mat, khéa cong khai, chit ky dién ti
[1]: Chapter 9, 10.
— SQL Injection
[3]: Chapter 2, 4,5, 6
— Audit
[2]: Chapter 12, 13
[6]: Chapter 9, 10, 11
[7]: Chapter 8
Tai liéu:
[1] Matt Bishop, Computer Security...

[2] Ron Ben Natan, Implementing Database Security and Auditing,
Elsevier, 2005.

[3] Justin Clarke, SQL Injection Attacks...

[6] Ron Ben Natan_How To Secure and Audit Oracle 10g and 11g,
CRC Press, 2009.

[7] David Knox, Effective Oracle Database 10g Security by Design,
McGraw-Hill, 2004.

Gl1
Gl.2
G13

Chuong 2: Access Control (12/0/24)




A/ T6ém tét cac ND va PPGD chinh trén 16p: (12)
Noi dung GD ly thuyét:
— DAC (Discretionary Access Control)
+ Access Matrix Model (Harrision)
= Cachthirc cai dat: Access Control Lists, Capabilities List
» Uu diém va nhuoc diém
+ Take-Grant Model
= SQL: TAKE, GRANT, REVOKE
» Recursive Revoke trong Oracle
=  Nhuoc diém
+ Nhuoc diém cua DAC
— MAC (Mandatory Access Control)
+ Béll Lapadula Model
+ Covert Channel
+ Uu diém va nhuoc diém cia MAC
— RBAC (Role-Based Access Control)

+ Cac kha niém: User, Role, Permission, Session
+ SQL: CREATE ROLE, DESTROY ROLE
PPGD chinh:

— Thuyét gidng
— Trinh chiéu Powerpoint

— Théo luan nhom

G2.2
G2.3

B/ Céac ndi dung can tv hoc & nha: (24)
- DAC, MAC,RBAC
[1]: Section 2.2, 3.3, 4.4, 5.2, 7.4, Chapter 15
— Lam cac bai tap duoc giao
— Tailiéu:
[1] Matt Bishop, Computer Security...

G2.2
G2.3

7,8

Chuong 3: B4o VEé Tinh Toan Ven D Liéu (8/0/16)

A/ Cac ndi dung va PPGD chinh trén | 6p: (8)
Noi dung GD:
— M6 hinh Biba
+ Muc dich
+ Céc chinh sach bt budc

G221
G2.3




= Strict integrity policy
= Low-water mark policy
= Low-water mark integrity audit policy
= Ring policy
— M6 hinh The Clark-Wilson
+ Muc dich
+ Co ché cai dat
= Unconstrained Data Items
= Constrained Data ltems
= Integrity Verification Procedures
» Transformation Procedures
— So sanh gilta cA&c m6 hinh Biba, Clark-Wilson, MAC
— “Conflict of Interrest” - Chinh s&ch “Chinese Wall Security Policy ”
PPGD chinh:
— Thuyét gidng
— Trinh chiéu Powerpoint

— Th&o luan nhom

B/ Cac ndi dung can ty hoc & nha: (16) G2.1
— M6 hinh Biba, Clark Wilson G2.3
[1]: Chapter 6
— Lam céc bai tap dugc giao
— Tailiéu:
[1] Matt Bishop, Computer Security...
Chuong 4, 5: Access Control va Data Encryption trong DBMS (8/8/16)
A/ Cac ndi dung va PPGD chinh trén | 6p: (16) G2.2
Noi dung GD ly thuyét:
— Access Control G31
+ Oracle Virtual Private Database G32

+ Oracle Labeled Database
+ Oracle Database Vault
— DataEncryption
+ SQL Server Encryption
+ Oracle Transparent Data Encryption
PPGD chinh:




— Thuyét gidng
— Trinh chiéu Powerpoint

— Théo luan nhom

B/ Céac ndi dung can tv hoc & nha: (32)
— SQL Server 2008 Security
[4]: Chapter 6
[5]: Chapter 9
— Oracle Virtua Private Database
[2]: 6.2
[6]: Chapter 16
[7]: Chapter 11
— Oracle Labeled Database
[2]: 6.3
[7]: Chapter 12
— Oracle Database Vault
[6]: Chapter 17
— Oracle Transparent Data Encryption
[6]: Chapter 8
[7]: Chapter 13

— Tailiéu:

[2] Ron Ben Natan, Implementing Database Security ...

[4] Chris Leiter, ... Beginning Microsoft SQL ...
[5] Brian Knight, ... Professional Microsoft SQL ...
[6] Ron Ben Natan, How To Secure ...

[7] David Knox, Effective Oracle Database ...

G2.2

G3.1

G3.2

13-15

Bao cao tiéu luan va 6n tap (12/0/24)

A/ Céac ndi dung va PPGD chinh trén I 6p: (12)
Noi dung GD ly thuyét:
— Sinhvién sé thuc hién cac bao cao tom tat
— Nhan xét, hoi dap va danh gia
—  On tap toan b kién thirc hoc phan
PPGD chinh:
— Thuyét giang

— Trinh chiéu Powerpoint

Gl1-G8




— Thao luan nhém

— Hoi dép, dénh gia

14. Pao dirc khoa hoc:

15. Ngay phé duyét: ngay/thang/nam
16. Cap phéduyét:

Trudng khoa T6 trudng BM Nhém bién soan
bang Thanh Diing LéThi Minh Chéau
17. Tién trinh cap nhat BCCT
Lan 1: Noi Dung Cap nhat BCCT lan 1: ngay/thang/nam <nguoi cap nhat ky

vaghi rd ho tén)

T0 trudng BO mon:

L&n 2: Noi Dung Cap nhat BCCT lan 2: ngay/thang/nam <nguoi cap nhat ky
vaghi rd ho tén)

T0 trwang B mon:




